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Abstract:

An understanding of @ommunities of practiceCcan help to make sense of existing security and privacy
issues within organisations; the same understanding can be used proactively to help bridge the gap
between organisationa and end-user perspectives on these matters. Findings from two studies within
the health domain reveal contrasting perspectives on the @nemy withinQapproach to organisational
security. Ethnographic evaluations involving in-depth interviews, focus groups and observations with
93 participants (clinical staff, managers, library staff and IT department members) were conducted in
two hospitals. All of the datawas analysed using the social science methodology @rounded theoryO
In one hospital, a community and user-centred approach to the development of an organisational
privacy and security application produced anew communication medium that improved corporate
awareness across the organization. User involvement in the development of this application increased
the perceived importance, for the designers, of application usability, quality and aesthetics. However,
other initiatives within this organisation produced clashes with informal working practices and
communities of practice. Within the second hospital, poor communication from I T about security
mechanisms resulted in their misuse by some employees, who viewed them as a socially controlling
force. Authentication mechanisms were used to socialy exclude users who were formally authorised
to access systems but whose access was unacceptabl e within some local communities of practice. The
importance of usersOsecurity awareness and control are reviewed within the context of communities of
practice.
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1. INTRODUCTION

Security and privacy have historically been strongly entwined with pdicy making,
and hence top-down decision making. Theargument tha the Qiser is notthe enemyO
(Adams and Sasse, 1999)is arespone to the widespread authoritarian approach to
security tha views users as the enemy within, produdng clashes between security
concernsand usersOgods and work practices. Taking a contrasting view, thefield of
HCI hasfoundadionsin user-directed issues, and therefore advocating user-centred
security and privacy design (Ackerman and Cranor, 1999; Riegd sberger, Sasse and
McCarthy, 2003; Whitten and Tygar, 1999)based on an undestanding of usersO
perceptionsof privacy and security (Bellotti and Sellen, 1993;Adams, 19993 1999b,
2000;Adams and Sasse, 2001;Lederer, Dey and Mankoff, 2002;Jackson, Eye,
Barbasis, Biocca, Zhao and Fitzgerald, 2003) Recent privacy papers have started to




link social context, technical and policy issues (Ackerman, 2004;Palen and Douwrish,
2003) However, therelationship between privacy and communities of practiceis still
undear. Thisrelationsip isthefocusof this paper.

Communities of practice can act as alink between the end-user and organisation
throughtheday to day working practices of work-based communities (Wenge,
1999) Within theclinical domain, communities of practice exert a stronginfluence
on both formal and informal work practices (Adams, Blandford and Lunt, in press).
Theclinical domain also presents interesting security issues (e.g. highly senstive
data) because of rapid technological developments tha are designed to suppott
effective clinical decision making (e.g. telemedicine, electronic healthcare records).
However, the hogital setting, in particular, isvery hierarchical in naure, and many
users have negdive perceptionsof technology, poa IT skills, little flexible time, and
poor access to technology and suppot (Adams and Blandford, 2004) Thefindingsof
this pgper reveal theimportance, for security within the clinical domain, of
communities of practices as alink between end-user and organisationd perspectives.

Thefocusof thisresearch was to identify wha end-usersidentified as crudal issues
tha impacted uponther information and technology usage within the soda and
organizationd context of theclinical domain. This research oppotunistically
identified usersOsecurity and privacy perceptionsfree fromthe bias of theresearch
guestionfocus It aso highlighted therelative importance of these issuesfor usersin
the context of their other non-security related conaerns. Distinct differences were
foundbetween participantsOperceptionsof security and itsimportance between the
two organizationsstudied, where contrasting corporate approaches had been taken
towardsthese issues.

2. BACKGROUND

The culture of the security domain determines thetype of security problems identified
and the approach to potentia solutions Historically, the security disciplinefocused
onmaliciousintrudes and technological solutionsrather than usersOperceptions
usability issues or the organisationd role. Thisfoausprodued technical solutions
tha were both unusble and ingppropriate. Recent approaches have undestoodthis
and soughtto unpak usersOperceptionsof privacy and to provide guidance for
system design. However, the ggp between organisationd approaches to security and
research into user directed security is still evident. Reviewing the usersCrole within
the organisation, and thuscommunities of practice, may give some ingghtinto ways
to bridgethegap. To set the scene, we start by defining some key terms: security,
privacy, deta subjects and data users.

For the purposes of this paper, security and privacy concerns centre aroundwho can
access persond information aboutan individud. If tha accessis for unauthorised or
ingppropriate viewing, theindvidud® privacy may be compromised; if unauthorised
changes can be madeto the daathen tha comprises a security violation. Two other
security issues are touched on briefly: safety from attack (persond security) and
unauthorsed access to non-persond information withoutpayment. Since thefocus of
thiswork is on unauthorised access to persond information, which compromises both
privacy and security of data, the terms (rivacyCand GecurityCare sometimes used



interchangeably. Oneover-riding privacy and security (i.e. authentication) issueis
clearly defining information ownership and usage

Privacy literature often defines theindividud whase privacy requires protecting as the
data-subject and the organisation (induding individud and communities within tha
organisation) udng thedaa as thedata user. Raab and Bennd (1998)have arguel
tha thisisarather onedimensond view of the data subject failing to acknowedge
that data subjectsOperceptionsof privacy invasionrisks may differ (persond
exposures to risk, perceptionsor fears of risk) across sodal groupsand sectors (e.g.
some sodo-econoric backgroundsbeing more vulnerable ). However, we would
suggest that althoughdata-subjectsOperceptionsmay vary across sodal groupingsand
cultures there may aso be some unifying perceptionswhich would be ussful to
identify for privacy protection purposes. Many of the privacy debates tha continueat
this level centre onthe data- subjectsCawareness of information practices.

2.1 Security and Privacy mechanisms

Ackerman (2004)breaks privacy mechanisms down into 4 main categories:
encryption mechanisms, anonynizing mechanisms, infrastructures, and P3P (the
platform for privacy preferences). Enaryption, it is arguel, can provide security, but
not necessarily privacy, while anonymity can encourage anti-sodal activities. Hong
(2004)has proposed an advanced application of infrastructure (or software
architecture) to suppott privacy aware software systems. However, to date, such
systems only suppot simple privacy preferences. Ackerman (2004)argues for
protocols tha allow users and organizationsto specify ther privacy-related preference
settings This approach can provideavocabulary for detailing the consequences of
disclogng persond information and when this may be collected; P3Pis probably the
mog widdy used example.

Encryption and anonymity mechanisms are two different approaches to protecting
data and identity, and attention has been pad to the usability of bath. For example,
PGP isapopulr doaument trander enaryptiontod that clamsitsinterface allows
novice computer usersto utilise complex mathematical cryptography. However,
Whitten and Tygar (1998 identified several usability issues arising fromthe
metaphors used which encouraged users to develop ingpproprate assumptionsabout
theinterface. Anonymzing mechanisms pose variouschdlengesto application
persondisation; Cranor (2003)presents three alternative approaches to enabling
people to have persondised interactionswhile remaining anonynous namely theuse
of pseudonyns, client-sidelogging of information and the devel opment of task-based
profiles. However, further work is needed to develop interfaces tha suppot more
usable and flexible control for users.

Theplatform for privacy preferences (P3P) provides a technical mechanism for
enauring tha dataisreleased only unde an acceptable privacy practice agreement
between theend-user (or data subject) and theweb site (Cranor and Reagle, 1999.

To reduce user effort, the proposl can beautomatically parsed and compared with the
usersOpreferences by a semi-autononousagent (Ackerman and Cranor, 1999)
However, time and effort are still required of theuser to initially definethe
preferences.



Many of these mechanisms create overheadsfor users or require unworkable user
behavior. Itistherefore hardly surprising tha many userstry to circumvent such
mechanisms. Part of the problem may betha many of the mechanisms are groundel
in the notion of persond information and persond identity. While this servesasa
starting point for privacy research it does not cover the complexity of privacy issues.
The problem with many definitionsof Personal Informationis that they concentrate
onthedaaitself rather than howit is perceived (Davies, 1997) AsAgre (1997)
points out, information is nota commodity, butis strongly embedded in theway we
live ourlives. 1t mug beremembered tha anotion of theindividud and his or her
relationship with sodety is pivotal to the privacy concept (Wacks, 1989) For usto be
private, there mus beapublic environment. Privacy, and thusbeang private, can only
be reviewed within tha public context (Goffman,1969; Agre, 1997)

2.2 User Perceptions

To date, security experts have concentrated on protecting theindividud agang a
maliciousinvasion of privacy. This perspective suggests theroots of apotentialy
adversarial relationship between security and user communities. In practice, many
invasionsof privacy encouniered by users (as daa subjects) are unintentiond, poa
interface design being a key factor in creating the possibility of unintentiond invasion
of privacy (Adams, 2000;Adams and Sasse, 2001)

Ultimately privacy, like trug, isreliant on our perception of it. It is not necessarily
important how private or safe we are (althoughthisisavital component) butwhether
we perceive ourselves to be safe and private. If mechanisms and policies are based on
inaccurate perceptionsof usersOprivacy, they will not address users current and
future fears, and may further complicate matters.

Theimportance of an individud® ability to control data aboutthemselvesis central to
many privacy approaches. Bellotti (1996)refers to this as the opeational privacy
definition which focuses on end-usersQcapabilities to retain privacy via access control
and feedback. Bellotti and Sellen (1993)identify 4 factors tha affect control and
feedback mechanism design:
1. Capture Bwhat kind of datais being picked up; voice, work activity and
produds such as key presses

2. Accessibility Bwho has access to thedaa
3. Purpos btowha usethedaais put

4. Congrudionbwha hagppensto thedaa (e.g. stored, manipulated out of
context).

With careful privacy related design, users should have increased control of persond
data, and thusprivacy (Bellotti and Sellen, 1993) This, in effect, produces self-
regulation of potential privacy invasons Oneseriousshortcoming of the control and
feedback approach to privacy isthat it relies ontheassumption tha users have the
ability to identify what, by itself or mixed with other data, could produe apotential
invasion of privacy. Bellotti and Sellen (1993 suggest tha it isdangerousto rely on
sodal and organisationd controls of Personal Information or trade-offs for perceived
benefits. However, it should also be noted that these are important factors when
assessing privacy issues. Not only can these factors directly affect privacy; they can
aso affect usersOperceptionsof privacy invasions



The Adams modd of users perceptionswithin multimedia communications(Adams,
19993 1999b)presents the User as the person who has daa trangmitted about
themselves (i.e. thedaa subject). Theuser may not be actively usng the system, and
may beunawvare tha thar datais beng trangmitted (Bellotti and Sellen, 1993; Adams,
2000) Primary to thismodd isthe conaept of Information Sengtivity (i.e. users
perceptionsof the data being transmitted). Thisisreliant onthe user@ judgenents of
the sengtivity levels of theinformation beng broadcast which are not binary (private
/ not private) butmulti-dimengond. Also key to thismodd isthe user@ perception
of whorecelves and/ or manipulates thar data (Information Receiver) and what they
perceiveitisused for (Information Usage), both currently and at a later date. Each of
the privacy factorsinteracts with theothers and with contextud issues to form the
user@ovedl perception of privacy. Lederer et al (2002)highlight thelimitation of
thismodd, in that the concept of context is vagueand requires expanson to enable
effective application of themodd. A further modd is developead tha combines the
Adams modd and Lessig® econonic modd to identify perceptud issues tha can lead
towardsatechnical mechanism for providing control and feedback (Lederer et al,
2002)

Palen and Dourish (2003)base thar privacy framework onidentifying thebounday
between privacy and publicity, either of which may bebeneficia depending on the
context. Fourissues areidentified as bengimportant for designes:

* sodal and organisationd context,

* temporal factorsfrom actionsin tha context,

* posiblethreats frominformation ussge, and

* tradeoffs madeby theuser.

All of these modds further the knowledgebase of usersOperceptionsof privacy.
However, they review privacy issues at thelevel of theindividud within asodal
context. Resultingrecommendaions policies and applicationsthusrely ontheuser
being able and willing to interpret ther privacy preferences and to evaluae risks.

2.3 Sodal and organisational approades to security and privacy

Privacy can bedriven by many different forces such as sodety, legidation,
organisationd policies, structures and culture. An overview of these forces can hep
us undestand the different contexts surrounding privacy (Kling, 1996;Adams 1999a
b; Adams and Sasse, 2001) Many of the privacy debates at thislevel centre onthe
user@ awareness of information practices.

It has been argued that making everything within sodety public would destroy
problems assodated with secrecy. Brin (1998)maintainsthat privacy can only be
secured by inareasing the freedomof information for everyone However, there are
three important flaws to this approach. Firstly, for this approach to work, there mus
be a utopian world where al informationis free for access by everyone As Clarke
(1999)argues, there has dways been a dispropationae distribution of power, with
some people aways having more power to avoid privacy laws or thecall for freedom
of information. Secondly, someinformationisinherently privatein order for usto
have our freedom of expression exempt from sodal scrutiny (Schoaman, 1992).
Findly, thetrangarent sodety argument relies on secrecy beng the main cause of
privacy invasions However, this assumes alimited conaept of information, denying



its ever changing naure. Different people can interpret the same daadifferently (e.g.
jargonor Qvithin group@anguaye could be misinterpreted by outsiders). Making
information pulic could changeits naure, and thus the freedomof information would
bethevery cause of privacy invasions[Palen and Dourish, 2003}

Benndt (1992)argues tha the purpose of privacy legisation and policiesisto
increase trug in technologies and organisationsthroughprocedures to take thelid off
persond daa-processing media. However, athough privacy advocates seek to
increase usersQ(data subjectsQ trug, they also arguethat individuds are less able to
evaluae thebig picture of privacy protection and potential invasion of thar data
(Reidenbeag, 1993;Bennd, 1997) Thisis completely at oddswith the approach of
privacy mechanism designes.

A magjor dodrinein security is the need-to-know prindple (Adams and Sasse, 1999;
Parker, 1992) Theassumptionistha themore tha is known aboutsecurity
(authentication mechanisms, organisationdly defined information sengtivity levels,
privacy procedures), theeasier it isto attack; restricting access to this knowedge
therefore inareases security. End-users (both data subjects and individud data users)
are often told as little as possible because security departments see them as
Onheently unsfeQ While this strategy may be necessary in some areas of security
work (i.e. limiting publicationsof browser and opeating system vulnerabilities until a
pach has been created) it may notalways bethebest approach when dealing with the
user community. |t has been argued that this approach decreases usersOsecurity
awareness and security departmentsCknowledgeaboutusers, thusprodudng poorer
security systems. Ultimately, the culture within which technology is situated can
determine aspects of its use (Dourish, 1993;Harrison and Dourish, 1996) Certain
technologies may apply well in an environment of trug butfail in an atmosphee of
distrug. For example, themedia space at Xerox PARC opeated on a Gign-uplbasis,
whereby those that opted in to the application were consdered to accept the sodal
practices and nomms which govened acceptable use of the space (Dourish, 1993.
However, this assumes privacy invasionsonly occur throughintentional acts of
ingpproprate behaviour. Istrug thecentral issue orisit a case of awareness and
communication?

There has been arecent increase in articles tha seek to suppot designasin privacy
aware design (Lederer, Hong Dey and Landay, 2004; Palen and Dourish, 2003 and
to bridgethe gap between organisationd and user perspectives (Lederer et al, 2002.
However, often these approaches fall into thetrap of only designing for theindividud
and notfor thegroup. Community privacy requirements and suppot have not been
explored in great detail, and may introduce alink between organisationd and
individua approachesto privacy. Harper (1992)proposed that a person@ attitudes
and perceptionsare intimately related to therole they have within the organisation.
How technology is used is determined by what a user does within an organisation,
thar formal postion and the state of ther relationswith others. Applicationswhich
merely preserve and reflect the pre-existing statusquo of data distribution and usage
will be more acceptable than those that changeindvidudsOrelationswith others.
Ultimately, thislinksinto therelationship between individudsOprivacy concernsand
those of communities of practice within the organisation. However, there are tensons
between maintaining systems tha fit with current work practices and the growing
legd and sodal requirements for changes to meet security needs Theissuetha is



central to this pgoer is howthos changes are implemented and negotiated between
security professionds, individuds and communities of practice.

Traditiondly mog security initiatives within organisationsrelate directly to the
individud throughpolicies, email and memo notifications We arguethat open
communication aboutsecurity requirements within communities with security
professionds can hdp the community undestand security risks and drives for
changes while increasing motivation to adhaeto changesin work practices.
Convesely, throughconsultations security professionds can identify current
informal work-practices and assodated security and privacy risks and adagpt systems
to increase security while redudang changes to work practices.

2.4 Communities of Practice and the Clinical Domain

Raab and Bennd (1998)refer to the conaept of personal grouping data as placing an
individud (daa subject) within agroup This can increase the sengtivity of thedata
(for thedata subject), as judgements aboutan individud may be based oninformation
aboutthegroup (e.g. apersonsknown as @Vhite AmericanGcan be sendtive data but
when linked to that of areading group@ topics of @parthedCand Ghe NazisO
increases the sendtivity of thedata than if they were @lack American. Some sodial
psychologists make the distinction between the persond and the soaa identity
(Auouginosand Walker, 1999, where theformer relates to characteristics tha are
strictly individud and thelatter to an individud@ postion within asodal group. It is
important to undestand how communities impact uponthe sengtivity of thedata
subject@ information and the security of how the data user utilises theinformation
within organisations With theformer, communities of practice can hdp us
undestand how to devise mechanisms to suppot both individud and community
privacy needs. With thelatter this approach can help bridgethe gap between different
security and privacy gods of theindividud andthe organisationd daauser. The
studies presented in this pgoer deal with both these issues, but primarily thelatter.

Technological developments are increasingly focusing on theimportance of directing
design towardsthework practices and communities they suppot (Covi and Kling,
1997) Suppoting communities of practice can assist the development of effective
ways to share knowedgeacross organizationd boundaies, thuspromoting
collaboration and coordinaion while also inareasing produdivity and organizationd
performance (Millen, Fontaineand Muller, 2002) The concept of @ommunities of
practiceQemerged from alearning theory developed by Lave and Wenge (1991)
called Qegitimate periphaal paticipationd According to this theory, learning within
any domain is more than aformal acquisition of knowledgeor information: it has a
sodal element which is often ignored. Learning,itisargued, should take place
througha process of participaionin @ommunities of practice® Thetheory details
how new members are broughtinto knowedgecommunities, and how these
communities both trandorm and reproduce themselves. This participaionis at first
periphea, butgradudly increases in both engagement and complexity. Wenge
(1999)extendsthis to aframework in which thetwo basic streams are Practice (from
collective soda noms of practice to accounts of meaning9 and Identity (from
impacts of organizationd power and sodal structures to those of persond
subjectivity).



Communities of practice can act as alink between theindividud and organisation
throughtheday to day working practices of work-based communities (Wenge,

1999) Within theclinical setting (thefocusof this pgper), Reddy and Dourish (2002)
identified theimportance of communities and colleagues in providing suppot for
information seeking behaviours; they foundtha colleagues typically providethe
contextud information and interpretation that is absent from publshed information.
Similarly, Schnader and Wagne (1993)highlighttheimportance of local knowledge
informal collaboration and technology to suppott the sharing of information within
theclinical setting. Thisview is echoal by Cicoure (1990) who notes tha team
members on medical ward roundsprovide contextudizing information to each other.
It isuseful to undestand therefore tha as data users clinicianswork collaboratively
with thedaa. However, thereislittle research which reviews privacy daaand
security mechanisms with regardsto communities of practice. Theexceptionisthe
importance tha informal work practices (a key concept of communities of practice)
have on security mechanisms, as highlighted by Adams and Sasse (199).

Both formal and informal work practices hdp to develop rich and varied sodal
interactionsin the moden workplace (Millen et al, 2002) Adams and Sasse (1999)
foundtha systems which do nat take into accountinformal work practices, and are
perceived to restrict thoge practices, will be circumvented. An organization@® culture
has adirect impact ontheinformal practices tha can develop into sodal and
organizationd noms (Schein, 1990. Thedistinction between formal and informal
work practicesis generally clear, butcan be even more important for health care
systems than mog othe's. When hoital information systems were first introduced, it
was foundtha thegreatest difficulties in thar deployment lay notwith technical
issues but with theend-users, onwhomnew demandswere being placed (Harrison,
1991) Recent hedlth informatics research also reveals tha sodal and organizationd
factors can determinethesuccess or failure of hedthcare IT developments (Harrison,
1991;Heathfield, 1999). Heathfield (1999 suggests tha thisis dueto the complex,
autononousnature of the medical discipline and the specialized approaches to system
development (which are typically led by either a clinician or a software engineer). The
diverse organizationd culture of hosital structures, made up of many different
professionswith their own specific soaa identifiers, can often produe conflicts
between those professons(Morgan, 1991) Symon, Longand Ellis (1996)found
conflictswithin aclinical setting relatingto sodal statusand information practices.
For example, highe status professionds were fourd to be more concerned with
keeping thar sodal statusas an expert within the organization than adheingto formal
organizationd noms. It isimportant to undestand these soaa pressures when
devising security mechanisms. Very often security mechanisms and privacy policies
are devised according to formal work-practices tha simply don®fit those within the
organisation (Adams and Sasse, 199; Adams and Sasse, 2001)

3. METHOD

Thefocusof this pgoer is on how security, privacy and communities of practice relate
to findingsfromtheclinical domain, and, in paticular, from studies conduded in two
largeteaching hogitals. Theorganizationd structure of both ho9itals studied is
complex, hierarchical and undegoing dramatic change Funding restrictionsmean
facilities are limited and unde-resourced. Technology provision varies gresatly;
however, themajority of cliniciansdo have access to a computer, even if tha
computer is shared. Mog end-users have limited computer skills, althoughabilities



vary quite dramatically. Many cliniciansare resistant to change paticularly
technological change thisresistanceis duelargdy to a poa understanding of how
applicationscan suppot, rather than hinde, current working paterns

3.1 Study1:

One study was conduded in aprovinda teaching hogital. In this hogital, mos of
the computers were in offices and thelibrary, and allowed accessto theweb. There
were still some dumb terminds onthe wardsthat provided access to specific
administrative applications Privacy and security was notonly initiated by nationd
directives butaso by local issues, and implementation was driven by the privacy
officer and security team. 20in-depth interviews were used to gather datafrom
clinicians(i.e. nurses, conaultants etc.) management, library and I T staff (see table 1).

3.2 Study 2:

The second study was based in a Londonteaching hosital. In this hogital, computers
have been placed onthewards with web-accessible digital libraries. Privacy and
security was directed by naiond directives. However, community specific issues
were notidentified and security and privacy issues were low onthelocal agenda
Focusgroupsand in-depth interviews were used to gaher daafrom 73 ho9ita
clinicians Approximately 50% of therespondents were nurses while the other 50%
were junior dodors, conalltants, surgeons Allied Health Professionds (AHPs;, e.g.
occupaiond therapists), managers, and library and I'T department members (see table
1).

| Table 1. abouthere.

3.3 Data Collection and Analysis:

As noted above data collection was based on interviews and focusgroups Four
issues guided thefocus of questionswithin all the studies:

* Perceptionsof theindividud @ role within the organization, and their information
requirements.

* Perceptionsof current information practices, soda structures and organizationd
noms.

* Theimpact of current practices, structures and norms on information resource
awareness, acceptance and use.

* Technology perceptionsand how these affect other issues already identified

Theresearcher did not specifically ask aboutor introduce security issues. Any
privacy or security issues highlighted were introduced by the respondents themselves
as bengimportant and relevant. Thus the security and privacy issues highlighted here
were perceived as bang of paramountimportance to the participants.

An in-depth anaysis of respondantsCperceptionswas conduded usng the Groundel
Theory method Groundel Theory (Strauss and Corbin, 1990 isa sodal-science
approach to data collection and andysis that combines systematic levels of abgraction
into a framework abouta phenomenonwhich is verified and expanded throughoutthe
study. Once thedaais collected, it isandyzed in astandad Groundel Theory format
(i.e. open, axia and selective coding and identification of process effects). Compared
to other sodal science methodobgies, Groundel Theory provides a more focused,



structured approach to quditative research. The methodobgy®flexibility can cope
with complex data, and its continud cross-referenang allows for grounding of theory
in thedaa, thusunaovering previoudy unknown issues Bsuch as the privacy and
security matters presented here.

Further quantification of thedaais aso provided by breaking the security and privacy
issues down further into sub-issues. The percentage of general security and privacy
issues identified within each study is presented as well as the percentage of each
specific sub-issue (those issues identified within both studies are compared and those
specific to each study are presented separately).

In the quditative results discussed bdow, many paints are illugrated with verbaim
extracts from theinterviews and focusgroups In these quotations the speaker is
identified by role, but notas an individud (so, for ingance, multiple excerpts froma
(Pre-registration nurseCare not necessarily from the same individud).

4. RESULTS

Thetwo different organisationd approaches to security (i.e. primarily authentication
and access rights) and privacy for cliniciansresulted in different perceptionsof
security and privacy. Within both the organisations clinicianswere primarily daa
users of sendtive paient daa. However, with thegrowingimportance of @linical
govanance® the auditing and tracking of cliniciangQdaly activities and decision
making procedures has vastly increased. The amount of persond information stored
aboutcliniciansgQdaly activities has increased the degree to which they are notonly
data users butaso daa subjects. Our findingshighlight how thedifferent approaches
to security and privacy changed usersOperceptions of privacy and security procedures
in their role as users of paientsCsendtive persond information. However, these
different approaches also changed cliniciansOperceptionsaboutorganisationd usage
of their persond information as data subjects.

In study one awareness of privacy policies and procedures was high across all users
(conaulltants, dodors, nurses and management). In genera security and privacy
procedures were viewed as a protective mechanism for communities, in particular
paients. In study two, security awareness and privacy policies as data users was
poor. Cliniciansbecame more aware of persond access to information and pa'sond
privacy with regard to organisationd auditing of their behaviours. In general security
and privacy procedures were viewed as a defengve persond weapon (by thos of a
highe statuse.g. consultants, dodors) to excludeindividuds (those of alower status
€.g. nurses, paients).

Three important themes emerged from the data regarding security and privacy
policies and the structure of communities of practice within the organisation:

o Circumvention of access procedures and privacy policies tha are notowned:
Established communities that did not @wnQa new security protocol were
foundto circumvent it or actively oppo® itsintroduction.

0 Security mechanisms creating soda divisons Security issues were
sometimes distorted by communities within an organisation and used for thar

! The govenance and accouniability of cliniciansand clinical bodies for clinical
decison making.
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own ends(e.g. to reinforce existing hierarchies and distinctionsbetween
groups.

o Community ownership: IT engagement between security and those in clinical
care suppoted empathy on both sides and condrudive development of
solutionsfor all.

We condde each of these themesin turn.

4.1 Circumvention of procedures that are not @wnedO

Within study 1, there was areport of a clash between onecommunity of practice (in
this case, cliniciansas users of paient data) and another (the security team). Users
within other domainsmight have circumvented procedures they felt were
ingppropriate, but thecliniciansexpressed ther dissatisfaction directly and actively.
Oneinddent, described by the privacy officer, concerned a computer roomtha
contained very sendtive daa. Theroomwas only accessed by cliniciansbutit was at
theend of a corridor occasiondly accessed by thepublic. ThelT department decided
tha as this data was particularly sengtive there was a need for inareased security for
thisroom The security for thedoorto theroomwas therefore increase to be one tha
automatically closed and locked. All therelevant clinicianswere provided with keys
and informed of thereason for this new procedure beng putin place. Some
clinicians however, felt this changein practice was @aranoidCand uncalled for and
S0 kicked thedoordown to thisroom

CE | hada problem with the clinician stanping ther feet, kicking thedoorin,

swearing at meO(Privacy Officer: St1).
Althoughthevandd was notidentified conaultationsbetween the I T department and
cliniciansresulted in the computer roomand its security (i.e. locked door) beng
reingated. Poor communication was identified as the main problem and new
processes (e.g. committees, email debaes) to communicate between the hogital and
I'T staff was a direct result of this episode

It was realized by the security team tha wha appeared to them to bea smple security
issue had produced very emotive responses from some clinicians Further discussions
ensued that allowed theclinicians as daa users, to have aforum within which to
voice thar conaernsaboutrequired work practice changes. It wasidentified tha the
security team@ identification of a potential problem and resulting solution was not
@wnedCby the community to whomit mattered. Further communication with and
paticipation of thecliniciansin security issues were deemed necessary to resolve
potential confrontationsin thefuture.

4.2 Security mechanisms creating sodal divisons

Within study 2, matters regarding security were dealt with less confrontationdly, but
neverthdess proved to bedivisive, albat in more subtie ways. Many of the security
issues were exacerbaed by the physcal location of the I T department (across theroad
fromthehoital), which increased communication problems. System development
was either directed by naiond policies or by highranking clinicianswithin the
hosital championing their own agendas. As security had notbeen taken up and
championeal by anyoneas a specific point of concern, it was consdered alower
priority than other system development issues.
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Within this hogital, vaguegovernment privacy pdicies and procedures were adheed
to in prindple, butin practice they were often breached in thar execution. The
location of computers meant tha sendtive daa (bath paient daa and cliniciangd
persond data) could be glanced at by members of the public over someoned shoulder,
while departmental whiteboadsand paperwork (sometimes accessible at the end of
beds) contained patientsOpersondly identifiable data. Clinicians (both dodors and
nurses) reported tha they viewed security as abarier rather than a protective
mechanism. Problems with communication meant that these barriers were,
intentiondly or otherwise, soaaly divisive. Overal, thelack of communication about
security matters resulted in local communities of practice adoping security-related
issues for thar own ends(e.g. to maintain current sodal structures). Variousexamples
of this general phenomenon emerged throughthedata.

One example was poorfeedback on ownership and suppot for different levels of
security authentication on thestaff intranet. Thisintranet provided resources tha were
internaly useful. Politically, there was an established @ecking orderOof what
information could appear on high-level pages within theintranet. It was discovered
tha onetop-pagelink presented the name @V IDOwithoutany explanation of what it
was. OVID isadigita library authentication mechanism used verifying accessis
restricted to hogital employees rather than the puldicin general. Thelink had been
championed by atop-ranking clinician who liked the service, as did his colleagues.
Thelink took theend-user throughto an authentication page used to restrict access to
hospital personnd regardless of whether they were accessing the site from the hosital
or home. However, theauthentication page provided no feedback onwhat the
resource was for or howto get suppot for the authentication process (e.g. where to
obtain passwordsfrom, or explaining the difference between user ID and password).
Screen real-estate restrictionson the top-page stoppal I T services from providing
more informationfor thelink. Backgroundinformation and suppot linkscould be
provided on theauthentication pages (which was the resulting compromise).
However, potential users who did notknow wha OVID stoodfor were unlikely to
access thislink in thefirst place. 1t was suggested tha contextudizing thelink within
thelibrary service pages would suppat usersQunderstanding of it (e.g. what the
serviceislikely to be whoislikely to suppot it and provide passwords). Thelibrary,
however, was consdered of too low standing to berepresented on thetop page of the
intranet. Theusability of the OVID authentication (security) feature was
compromised by thetenson between the status of the sponring cliniciansand that
of thelibrary within the organizationd structure. Thisis an example of how
necessary security mechanisms can be misused in order to maintain differencesin
power between individuds with differing. Inaeasing authentication usability may be
easier in theory, outof context, than within organizationd settings

Other manifestationsof the same broad phenomenon were appaent throughoutthe
organisation. Poor communication from thelT department aboutsecurity
mechanisms provoked thar misuse by some employees, who viewed them asa
sodally controlling force. Authentication mechanisms were used to excludeusers
who were, from an organisationd standpont, authorised to access systems but whose
access was unacceptable within some communities of practice.

CE But they puta block down on that because they've said Qvell if one

student nurse gets to use it then all the student nurses will wantto use itQO

(pre-reg nurse: St2a)
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Nursing staff reported tha the physcal location of the computers within this hogital
limited their accessibility. Senior staff members were reported to use security risks
(e.g. theft, damage, unauthorized access) to jugify changing the physcal location of
computers, which reinforced existing power relationsand excluded nursing staff from
accessing systems.

A knowthatthereis onecomputer ontheward which is suppod to befor
everyoneto use it butbecause it@ in the dodor® office, they dorit want
peoplein therein a certain time because they could be putting something on
tape doingther notes. Soit ain®for everyoneisit.O(post-reg nurse:

St2a)

Government hedlth privacy policies are vaguebut refer to the protection of sendtive
data by restricting access to this daa (e.g. authentication procedures, location of
computers containing sengtive daa). Issuessuch as persond pdient information on
whiteboads thelocation of computers tha retain sendtive information, is however,
an issuetha howpitals are sow to deal within practice althoughthey often say these
are being dedlt within theory. To inarease effective hedlthcare the patient
information entered on the computer should be accessible by both dodors and nurses.
The daawas secured, according to thelaw and hospital privacy policies, by password
protection and as such the hogital deemed them secure onthewards The same daa
was identified as often duplcated on paper based notes left in semi-puldic locations
(e.g. nursesCbay ontheward) and in some hospital departments hanging at the end of
the patient@ bed. In some departments durrb terminas with patient data were on the
wardswhile other terminas were locked in doctorsOand nursing managers offices.
Thekey difference was theInternet accessible capabilities of thetechnology which
was noted by the nurses as thereason behind the restrictive actionsof the senior
clinicians

ThelT department were, in contrast, eager to increase computer accessibility, and had
negotiated Internet access for all users within the organisation. A naiond directive
had, at the same time, dictated that everyonefrom ajanitor to a conaltant should be
given access to email account. However, when clinicianswere interviewed, thar
undestanding of when and how they could access the Internet was poa. Senior
clinicianswere noted as usng this poorauthentication awareness and sodal structures
as abarrier to accessing general medical knowedge. For example, onenursing
manage detailed alongprocedure tha she had to go throughto begranted a
password.

A hawe access becauge | @n studying for a further PhD anyway and| think

thisjobiswhere | actually need thatinformation so | hawe access butit had

to be granted by thedirector E Asthingsstand at the moment 4 pieces of

pape hadto besigned before | could actually get it.O (Nursing Manager:

St2b)
Once snehad acomputer and Internet access, she was then not aware that this access
was unlimited, and consequently restricted her usageto out of office hours.

Onejudification given by senior cliniciansfor restricting access for junior clinicians
was their ability to interpret thisinformation like the senior clinicianscould. A few
examples of this judtification from different participants are:

CE there may be stuff in this county that is of a reasonabke quality

but it requires some skill to some extent to be able to discriminate. |
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don®have difficulty with this. I don® know how much the nurses or
thejunior dodors would be able to discriminate.O(Consultant: St2b)

CE youfindthatpeople will jus go off andthey will misundestandthe
national guiddines because they come outin longdoauments which
interpretation requires further study. Sol think for junior doctors they
can be misleading, harmful, darmaging O(Consultant: St2b)

Therestriction of information (primarily general medical literature) made available to
junior clinicianswas a theme throughoutthis organisation, as was the use of security
mechanisms as a sodally divisive weapon. All thejunior staff members (i.e. nurses,
AHPs and dodors) consdered computer technology to be an essential tool for
completing their jobseffectively. Nursing steff (especially student nurses) and AHPs
perceived it as an @mpowering tool® providing them with theinformation and
knowledgetha they required to complete ther jobs effectively. However, many
senior staff members expressed adesire to retain thar expert status by continuing to
control information disseminaion procedures. Some senior staff argued tha they
would rather access digital resources on behdf of junior staff.

CE if they want something on this or that then I®naroundto doit for

them.O(Nursing Manager: St2b)
Junior staff argued, however, tha as well as this wasting valuable time for senior
staff, security protocols dictated that athird party (in this case, the more senior
member of staff) should not have access to personal or private information (i.e.
gened information searches on paients specific conditionsand persond
circumstances e.g. juvenile sexudly trangmitted diseases) tha they did notneed to
perform ther duties. Security procedures (in particular authentication mechanisms)
were therefore bang used by both senior and junior cliniciansto jugify restricting
computer and information accessibility. Further details on technology and soaal
empowerment and excluson can befoundin other publications(Adams, Blandford &
LuntIn Press)

4.3 Community development of a screen saver application

Althoughsecurity and privacy management can, asilludrated above create tengons
and reinforce sodal divisions it can also be used condructively to create greater
community cohesion. Within study 1, there was an example of effective community-
based system development to address theissue of privacy protection (primarily for
users of patient information).

Within howitals, senstive daais continudly being used on PCsin pullic and semi-
public spaces (e.g. wards and offices where pdients are diagnosd), so there are
privacy policiesin place to ensure protection of sengtive data. Computers|eft
undtendead should have password-protected screen savers restricting access to
sendtive data. However, in practice many daa users in both hoitals were notusng
password protection, and this was growing harde to police. Tho tha did use
persond screen saver passwordsinhibited effective hot-desking practices:

Of a secretary was off sick or went on Annual Leave then when somebody

camein if they weren®aware that the screen saver wasinitiated onthe

machineit kicked in andall thar work behind it waslog because theonly

thing to dowith it wasto switch the machine off.O(Screen Saver

development team: St1)
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Thehowpital & approach to these problems was to employ a privacy / data protection
officer withinthelT depatment. AnIT security team (led by the privacy officer)
then devised a corporate screen saver that appeared on every inactive PC throughout
thehowital. The system would cycle throughl T security advice screens(seefig 1)
tha gave information on securing persond data, incident reporting etc. Further
details of this system design and implementation are detailed in a specific in-depth
publication (Adams & Blandford, In Press)

Figure 1 abouthere.

However, as end-users became desenstised to security issues (e.g. @htha@just
security stuff; there® no point in reading them@ they decided to display screensfrom
different community user groupswithin the organisation. Important organisationd
news was highlighted (e.g. training sessions availability of new resources, winnasin
organisationd sweepgakes). It was decided very quickly tha the content of these
screen savers should berestricted to information that was of organisation wide
importance. Subsequently, security issues remained a primary topic, with additiond
screensfrom user groupsacross thehowital. Intotal 112 user groupsacross the
hogital (many of whomhave contributed screens) have been in conailtation with the
screen saver project developeas. There were so many user requests for screenstha
thedevelopeas decided to specify tha noimage could be displayed for longe than a
month, andto refuse requests from externd bodies. Asuser interest increased, so did
theimportance of usability issues for the development team. Develope's placed
guiddines onthelntrane for usable and successful screen saver condrudtion.
Complaints from users who missed screensin the cycling process led to screensbeing
made accessible viathelntrang. This, inturn, led to the development of screen
savers with contact details for where further information could beohtained (e.g. via
telephone email, ontheIntrang).

Overall, the screen saver application was identified as reduang problems of
communication while increasing usersOsecurity and organizationd awareness. It was
noted that this was particularly dueto the passive qudity of the application:
Orhethingthatis goodaboutthisis even if people don®use the PCs theydl
walk pag the PCs andsee them.O (IT manager: St1)

Information for the screen savers were mediated by the security personné of thel T
depatment. Meetingswere established with different user groupsto discuss screen
saver information content. In the process of these meetingssecurity and privacy
issues were broughtup (by both IT and user groups), discussed and further changesto
policiesintrodued. Some of these issues related to specific user groups(e.g. policies
aroundnotification and collection of dodor referrals received by general access fax
machines) and some were hopital wideissues (e.g use of anonynmised labds for
printed patient information trangerred to other departments). Notificationsof find
changes made were introduced throughnew screen savers.

Aswell as the GdleCscreen saver, an urgent notification system was also deemed
necessary. Variousinddents, such as attacks on clinicians, had led to therequirement
of asystem tha could interrupt end-usersQectivities to alert them to immediate
security risks (e.g. intrude alerts, attacker alerts). Asthiswas notsimple to achieve
throughthe screen saver application, it was decided tha a separate program would be
developed to suppot this need. Theresulting Graffic lightsOsystem madeit possible
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for amessageto be sent outwhich was immediately displayed in front of theuser®

current work. Themessageremained untl theuser actively cancelled it, thus

acknowledging that they had received it.
Oyou can®disregard it, you can®get rid of it until you®e read it because you
actually hawe to click it off which | suppo® is really goodin the way that when,
with the consultant( attack, we needed to get a messageout urgently, with his
description, we could do thatE Soit(8 a way of getting something out there if
you want them to knowwithin minutes.O (Screen-Saver development team:
St1)

The development team again consulted with user groupsand noted concernstha the
level of disturbance this system provided was very high. It was therefore decided to
restrict the use of this application to very important messages. Thesystem had two
primary purposes:

1. Urgent messages e.g. details of a staff attack.

2. Reportson hogital bed statusboneaday. (seefig. 2)

Figure 2 abouthere.

The Graffic lightsOsystem was cited by many as acontroversia yet postive
application throughoutthe hosital. It was perceived to increase awareness across the
hosital trug by keeping people in contact with the organisationd status
CPeople on the managenent corridor were unaware of anything untoward
goingon andit can belike a war zonein AandEwith like 20 patients waiting.
There was no feedbad, no feedbad loopO(IT / Admin: St1)

The screen saver and Graffic lightsQproject created an interaction between the I T
department and communities of practice tha had never occurred before. This
interaction increased not only user involvement and ownership of the systems, but
also usersOsecurity awareness. Respondents described, withoutprompting, specific
security and privacy procedures they followed with regard to data usage or that they
felt were notbang uphdd by third paties (e.g. anonymzed paient labds).

A larger nunmber of usersin study onespontaneoudy highlighted security and privacy
procedures as a protective mechanism for different communities (paients and thar
information, cliniciansand thar persond safety) than did within study two. This
increased communication and also improved the I T department® awareness of user
issues. Theprivacy officer, in particular, noted theneed to undestand user
motivation when dealing with general security education.
Cbut we keep going outthere and saying we want this and that and we want to
changethis andwe want to do that andyou know, 1@n starting to think they®e
going to think yeah but there® nothing in it for usO (Privacy Officer: St1).
Future computer security initiatives were being devised tha tapped into user and
community motivationswhile raising security awareness. A security award scheme
was devised tha would introdue I T security and privacy throughonline security
information courses. Awardswould be given to communities such as wards and
advertised throughoutthe organisation to increase community prideand motivation.
Can information governanc award scheme so itG giving departments
awardsE and bascally there@ three awards, there@ a bronz, gold andsilver
award E if they think @h, ward seven@ got a brorze, | wanta bronz@®
(Privacy Officer: Stl).
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4.4 Summary of Studies

In study ong clinicianswere primarily daa users (of patient information), and ther
role as daa subjects (e.g. leaving traces throughpersond emails and persondised
procedures) was relatively minor. Security focused on computer authentication and
physcal access, with organisationd and community based privacy procedures and
protective mechanisms (e.g. the screen saver application). Cliniciansrejected new
access restrictions introduceed withoutnegotiation with relevant communities by the
security department, for protection of patientinformation (e.g. lockingthedoa to
sendtive data). Thiswas described by cliniciansas another way to restrict ther
activities. Y et acorporate screen saver to protect paient information and cliniciansd
persond information, implemented throughnegotation with different communities
(i.e. dodors, nurses, onmlogy, radiology), was perceived as a protective mechanism.
By working with the user community the security staff was able to build a solution
tha met ther security god of getting users to use thelocked screen saver by having
the solution also providethem valuable additiond fundiondity in theform of
increased communication and education. Thedevelopment of this system raised
awareness of security issues across the hogpital. The authorsGedvice onthe
importance of communication with communities in the successful implementation of
security and privacy procedures was noted by thel T department for future
developments.

Within study two, clinicianswere aware of thar roles as both data users and subjects,
althoughsecurity (i.e. authentication and physcal security) was of primary
importance. Privacy policies for patient information were regarded as less important,
and were often disregarded. Authentication systems (e.g. for Intranet and Internet
usage) relied on amixture of IP, local passwordsand passwordsfor remote systems
withoutclearly detailing the differences, or why and who was responsble for suppot.
Clinicianswere more aware of persond access to information and persond privacy
with regard to organisationd auditing of their behaviours. In general, security and
privacy procedures were viewed as a defengve persond weapon (by thos of a highe
status such as conaultants and dodors) to excludeindividuds (those of alower status
such as nurses and patients). From discussionswith the authors, the security
department has recognised problems assodated with user awareness and involvement
in security and privacy procedures. In particular, the hogital isconsdering
implementing their own screen saver project to both increase privacy and improve
communication with clinicians aboutsecurity issues.

4.5 Comparative analysis of the studies

Fromtheprovinda ho9ital (study 1), 85%of clinicianshighlighted a rangeof
security and privacy issues, whereas in thelnnea City hogital (Study 2) only 48% of
cliniciansidentified such issues. Of thisnumber, afar lower percentage of these
issues were highlighted by the nursing than the senior cliniciansand other professions
(seetable 2). However, it was thedifferent types of issues tha each howital
highlighted that ind cated the different approaches to security within these two
hoitals.

| Table 2. abouthere.
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When breaking the security and privacy issues down into sub-issues, there were three
issues highlighted by both organizations data security and protectionin general;
physcal security; and the validation of information qudity. There were subgantially
more people who highlighted these issues in study 1 than in study 2 (seefig. 3).

Figure 3 abouthere.

Aswell asthefew commonissues, each study also highlighted differentissues. Study
1 highlighted a high percentage of issues related to perceptionsof security asa
protective device while study 2 highlighted more perceptionsof security as abarier
and restrictive mechanism. These issues for which there was no overlap between the
two studies are shown in table 3.

| Table 3. abouthere.

S. DISCUSSION

Within theclinical domain, sodal structures and informal work-practices have been
widdy recognised as being centra to effective opeation. Reddy and Dourish (20@2)
identify oneof thelimitationsof information technology as being theway it takes
tasks out of context. Similarly, security mechanisms often ignore important
contextud factors. Adams and Sasse (1999)highlight the difficulties created by
people having individud passwordsin agroupworking context (thisissueaso
emerged in this study, as discussed above. This study has highlighted the need to
undestand usersOwork practices and therelevance of these within the context of
communities of practice. Another important factor within thisdomein isthe
traditiond distrug that technology often evokes (Adams et al, in press). Asnoted by
Levy, Bradley, Swangon and Wilson (2001) technology within the heelth profession
is slowly eroding senior cliniciansOsense of power. GmartOdecision suppot tools
and tele-health facilities are seen as re-directing the information power to lesser-
trained providers or to the patients themselves. At the sametime, thenursing
profession argues tha technology is being used to strengthen existing hierarchical
organisationd cultures and statusnoms (Sanddlowski, 1999) With this background
and thefact that security istraditiondly negaively viewed by endrusers, it is
especially interesting to undestand why the screensaver described abovewas a
SuCCess story.

Within the provindal hoital (study 1), the organisationd approach to technology
and security was to treat security as a high priority, so much so tha a privacy officer
was employed by the IT department. Althoughthisisavery unusuid approach within
theUK hedlth domain, it iscommonin many other domains Wha makes this project
stand outis tha, despite security initiatives being both policy and technology driven,
the project team aso sought to suppot user needs(primarily as daa users butaso as
daasubjects). Thisis quite acommon approach with regard to usersGprivacy
mechanisms, butisvery unusud at an organisational level. The P3P approach
(Cranor, 1998,2003; Ackerman, Darrell and Weitzner, 2001;Ackerman, 2004)does
seek to increase communication, negotiation and agreement between the organisation
(asdaausers) and user (as data subject) levels. However, thisis primarily Internet
based, and is meant for onlinetransactions. The Gcreen-saverQepplication developed
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by the provindal hogital was initially devised to protect organisationd and persond
security and privacy. Through the security implementers re-negotating with different
communities to establish agreed nomms new pdicies and procedures, this application
became a new communication medium, improving corporate awareness across the
organisation. This has hdped in establishing noms for privacy in usage of patient
data, andinitiated a debae on privacy with respect to thegrowing quantity of
sendtive daa on cliniciangectivities (e.g. throughaudits and tracking of clinicians).
The screen saver awareness application has now become a key tool for organizationd
communication within thehogital. It was noted that many working groups when
discussing dissemination or advertising procedures, would specifically state that Q
can feel a screen saver coming onQor Qve need to get a screen saver for thaO The
qudity of experience provided for users by a sense of bdongingto the greater
corporate whole, with ajoint perspective on organizationd gods, should notbe
undeestimated. This ownership and sense of community was tranderred to the
different screenstha appeared onthe system. Astheprivacy officer had akey rolein
the system implementation and its upkeep, there was a large number of security
awareness screens. This raised the profile of security, resultingin alarger number of
theusersinterviewed within this hogital identifying postive security and privacy
issues (i.e. accurate accounts of howto secure data and ensure privacy) when
discussing information procedures than within theLondonhogita (study 2). End-
user involvement in the development of this application also increased the
importance, for thedesignes, of application usability, qudity and aesthetics.

It has been noted tha thereis a need to move away from atop-down approach to
security as it can provokecircumventing behaviours from users (Adams and Sasse,
1999) Indead, it is suggested that security should develop linkswith communities of
users at depatmental level to develop approprate procedures tha users are motivated
to complete. Thetraditiond authoritarian approach to disseminaing organisationd
security and privacy policiesis either via pgper-based distribution or hidden in online
security pages. These are often poaly attended to, and consequently awarenessis
disappointing. Within Study 1, an imaginative approach to raising security awareness
was a so taken at departmental levels viaacommunity based online security training
and award scheme. Thenotionsof community pride and inter-community rivalry
were identified as sources of motivation to acquire security knowedgeand awareness.

It should be nated, however, tha there were other less successful security initiatives
within this organisation (e.g. locks on doors to sengtive data computer roons, as
described above tha produced clashes with communities and thar informal working
practices. An accountof thisreaction could befound in the @ontrol and feedbackO
privacy approach (Bellotti and Sellen, 1993. Theprevioussecurity and privacy
approaches this organisation took increased security awareness throughfeedback to
communities. Thecommunities became involved in the system development process,
thusinareasing thar sense of ownership. However, thelevel of control tha
community groupshad over security padicy and procedure was very limited. Thiswas
evident with thedoa locking policy whereby agan decisonswere made by a central
security department and the communities then informed. This bringsback the
conacept of communication between security departments and users being restricted to
a Qicking offOof users caughtcircumventing therules. This approach antagonized
many highly qudified clinicianstrying to deal with safety critical situaionsin
restricted time-frames. As previoudy argued, users have to betreated as patnersin
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the endeavor to secure an organization® systems and its privacy policies, notas the
enemy within (Adams and Sasse, 1999)

Within the Londonhoital (study 2), technology and security were congdered a
lower priority. Many security initiatives, specificaly with regard to privacy pdicies,
were directed by naiond policies within thedomain. Althoughthel T department
were eager to invdve usersin system devel opments, poor communication and
ingppropriate security mechanisms were perceived by clinicians (as data users) as a
barier to usability, overall security and privacy practices. Poor communication from
thel T department aboutsecurity mechanisms also provoked thar misuse by some
employees, who viewed them as a sodally controlling force. In particular, senior
clinicians used security risks as a reason to exclude junior cliniciansOaccess Deither
by the physcal location of the computers or by complex procedures to obtain
passwordsfor onlineaccess. Junior cliniciansretaliated with arguments of third party
security with regard to senior information gatekeepers. The use of security procedures
and mechanisms as a theoretical weapon between different communities can be
negaively divisive. Theresult istypically tha security procedures and policies are
perceived by both groupsas supeficialy important but not of any real relevance.

It isinteresting to compare these two studies, as bath hositals were dealing with
complex security and privacy requirements within adomain that does not co-opeate
well with technology or really undestand therisks involved. Both of the
organisationshad IT departments tha took security and privacy issues serioudy.
However, the outcomes within the hogital communities were very different. One
cause of the difference was undoubédly the appontment of a privacy officer who
initiated local and department-specific privacy and security policies. However, it was
the community approach of this officer tha had the strongest impact on the outcome.

Theimportance of theinterrelationship between security and organisationd
communitiesis an interesting field of research tha requires further study. Within the
traditiond computer privacy paradigm, persond information relates to both
information aboutan individud (name, etc.) andtheir sodal groupings(ethnic
background,political / religiousconvictions areain which we live, etc; Raab and
Bennd, 1998) This highlightstheimportance of theindividud's place within soaety.
In the context of this paper there are communities of practice within the health domain
(data users: dodors surgery, hoital teams, ward teams) that utilize individudsO
persond information. The conaepts of persond information and persondly
identifiable information are core to devising mechanisms and policies to protect this
data. However, as previoudy mentional people and thar privacy cannotbe
undestoodin isolation butwithin communities. We are individuds who are integral
pats of acommunity and these communities have practices that are both work and
sodally related (e.g. jobs bringingup families). Privacy, in particular, is often not
regarded as a conaept assod ated with thecommunity itself. However, it could be
argue tha the community itself has its own identity, which relates to theindividud
(Auouginosand Walker, 1999. Thenadtion of privacy could also berelated to
broader concepts of patient communities, with ther own highe level privacy
requirements (patient family privacy, work colleague privacy). Each grouphas
valuable health information (data subject group9 tha can be used to suppot
diagnoss and treatment (e.g. communicable diseases in particular contexts). It could
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therefore beargued that each group or community has its own privacy requirements at
adifferentlevel to tha of theindividudsOprivacy.

According to WacksQ(1989 definition of persond information, if theinformation
relates to theindividud it could be persond information; however, theinformation
relates indirectly viaacommunity. For example, an individud mightfeel implicated
by assodation if there was a negaive report aboutsome groupwith which they are
assodated. Thiswould mean that even if an individud is anonynous if the
community isidentified then theindividud isindirectly identified. Highly sengtive
data, therefore, may notonly be persondly identifiable daa but also community data
(e.g. ahousidentifies afamily group;a street a geographically boundgroup; a school
asodal group). Soda grouping perceptions and in particular community relevant
information, should be consdered when reviewing privacy issues.

Within Britain, a recent advertising campagn highlighted this problem when its
advertisements detailed a specific street (asodal grouping) as containingindividuds
(notidentified) who were breaking thelaw. People within the street who were not
breaking the law reacted very negdively to this portraya to theworld of negative
details aboutthdr street. Individuds could similarly find it invesive if sengtive
informationis made puldic aboutanonynousindividuds from ther specific school,
church or sodal group. This bringsto thefore thenotion of asodal grouping privacy.
It could bearguel tha, as we become larger, more multicultural sodeties, the smaller
sodal groupingswe join which retain our bdiefs, feelingsand biases become more
important. Technology, andin particular thelnternet, erodes distance as a sodal
grouping barier and agan raises theimportance of the communities we join.

6. CONCLUSION

By consdering therelationship between theimplementation of security and privacy
practices and communities of practice, thework reported here has highlighted the
importance of end-user awareness of these practices and thar ability to control them
at acommunity level. Many of thesoda and organisationd approaches to security
and privacy deal with theimportant issue of usersQawareness but not of control (Brin,
1998;Benndt, 1997). Even the security domain® Meed to knowOepproach has a
consquence of redudng usersCawareness as well as control (Adams and Sasse,
1999) Many privacy mechanisms deal with usersCawareness throughfeedback, but
also incorporate persond control of information and procedures. However, thereis
little undestanding of the community role within these approaches.

Study onehas highlighted thefact tha, to effectively implement systems to protect
organizationd and persond security, thereisaneed to undestand thesodal structure,
noms and work practices within that organization. Study two in contrast highlighted
tha organisationd security and privacy policies developed and implemented without
community involvement will increase perceptionsof security and privacy
mechanisms as a weaponto be hijacked for divisive purposes. Security issues such as
trug and privacy are sodally congructed and, as such, require asodal context to be
fully undestood. Even security issues at a persond level such as authentication and
trug in system reliability rely onsocial norms. Ultimately this paper highlightsthe
changing shift in organizationd security from an authoritarian @nemy withinO
approach towardsa more user centred one However, it isthroughundestanding how
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@ommunities of practiceCbridgethe gap between the user and organisation that
designe's and policy makers will developtruly effective security.

Security and privacy do notonly need to beaddressed at the organizationd level;
communities should also be consdered by privacy designasto have their own
identity which requires protective mechanisms and policies. By interweaving
approachesto individud and community privacy, computers can more accurately
represent the nomms and sodal practices tha exist in theworld today. Ultimately, we
live and work both asindividuds and as part of communities, within organizations
and sodety asawhole. Our undestanding and acceptance of theworld aroundusis
couched within negotiated meaning of those contexts. Security needsto suppot users
in seeing and negotating safely onthose terms within technologically mediated
systems.
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This agreement has been approved by
Trust Board and should be used by
all departments/wards when engaging
any third party services.

Figure 1. Privacy screen saver.

Figure 2. Alert traffic light screen.
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Ref. Job Status & Role No. Web-based information
resources used

Provincial | Stl Clinicians, Nurses, 20 Medline, the Cochrane library
Hospital Nurses Consultants, and the UK National electronic
ete. Managers, Library, Library of Health (NeLLH),
IT & Security staff Specialist web-sites, Department

of Health web-site, Google to
search the web.

(as above)

s
™

Inner City | St2a Nurses Pre-Registration &
Hospital Registered

-3

(as above)

s

St2b  Clinicians Doctors,
ele. Consultants,
Surgeons, Allied
Health
Professional,
managers & IT

Table 1. Participant descriptive data

(Study reference numbers are included for reference in quotes used m the paper)

% who raised security & privacy issues

STUDY 1: Clinicians, 20 R5%
Provincial Hospital nurses eic.

STUDY 2: Nurses 36 33%
Inner City Hospital | Clinicians etc. 37 62%

Totals for study 2

Clinicians, 73 48%
nurses ele.

Table 2. Percentage of Security / Privacy Issues within each context

STUDY 1: Yo of participants STUDY 2: %o of participants
Provincial Hospital Specific who highlighted Inner City Hospital Specific whe highlighted
Issues this issue Issues this issue
Organizational security 67% Authentication as a barrier 38%
awareness to work practices
Trust in system reliability 58% Authentication 7%
& secunty requirements
Privacy and 42% Security restricting valid 3%
Confidentiality aclivities
Emergency security 33% Providing more access to 1%
alerts personal information

Table 3. Study specific security and privacy sub-issues




